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PROJECT
OVERVIEW 
AIDOaRT is a large European collaborative project that aims
at providing AI-augmented automation capabilities to better
support the modeling, coding, testing, monitoring, and
continuous development of CPSs. The project proposes to
combine Model Driven Engineering principles and
techniques with AI-enhanced methods and tools for
engineering more trustable CPSs.



EXPECTED IMPACT

AIDOaRt proposes enhancing the engineering process with AI-
augmented methods (A IOps), integrating DevOps and Model-
Driven Engineering (MDE) principles, and observing and analyzing
collected data from both runtime and design time artifacts in rapid
CSE cycles.

We expect an industrial uptake of AIDOaRt technologies on the
development of complex systems that scales up to real systems
demand with relevance for all critical applications.

FUNDING

22.9(M EURO) 

COUNTRIES PARTNERS

7

USECASE

10 31

PROJECK DURATION 

2021-2024

Project Figures 
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OUR OBJECTIVES

CONSORTIUM 1

3

2

Providing a model-based 
framework to support the 
CPS development process 
by introducing AI- 
augmented automation.

Supporting the monitoring of 
runtime data (such as logs, 
events, and metrics), 
software data, and 
traceability (Observe). 
Analyzing both data of
historical and real-time data 
(Analyze) and the 
automation of functionality 
(Automate).

Enhancing the DevOps 
toolchain by employing AI 
and Machine Learning (ML) 
technique in multiple 
aspects of the system 
development process (such 
as modeling, coding, testing, 
and monitoring).
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All the collected data will be processed translated into an internal model-based 

representation, and then collected in a shared repository (cf. the Data Collection & 
Model-based Representation component). The Model-based Core Infrastructure 
component is intended to support the standard DevOps practices by efficiently 

combining software development and IT operations.

AIDOART CONCEPTUAL ARCHITECTURE

The overall AIDOaRt 
infrastructure 
consumes different 
kinds of data, 
including notably 
runtime data (e.g., IT 
monitoring, log 
events, etc.) and 
design data produced 
during the software 
development 
process(e.g., 
software models, 
design 
documentation, 
traceability 
information, source 
code, etc.). 
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The collaboration between use case providers and solution providers has 
been boosted in various ways. 
Getting to know the use cases firstly! 

AIDOaRt project composes of 31 partners (7 large
enterprises, 11 small and medium-sized enterprises, 10
academic partners, and 3 research institutes. 

10
10 partners are classified as 
use case provider 

21
21 partners are classified as 
solution provider 

USECASE
OVERVIEW 



AVL List GmbH (“AVL”)is one of the world’s leading mobility technology

companies for development, simulation and testing in the automotive

industry, and in other sectors.

USE  CASE OVERVIEW 

A modern car could be considered a
CPS because it is a connected
system (as the modern cars) and is
equipped with sensors for acquiring
inputs from the environment. In this
use case, the sensors are going to be
the video cameras that can be used
instead of the rear-view mirror.
The main goal of this use case is to
study an approach for the analysis of
the requirements and the verification
of functionalities at the requirements
and modelling phase.

Safety-critical systems in the automotive
domain using disruption technology

Use case  provider: Abinsula

Abinsula is one of the main Italian players in Embedded, IoT, Web and

Mobile solutions.

Use case provider: ClearSy

Atelier B-Machine learning in interactive  
 proving 

ClearSy is a French SME, specialized in the design of safety software and

systems from SIL1 to SIL4.

The AVL use case consists of several 
main tasks along with AI-augmented 
methods for modelling (vehicle design 
phase), vehicle development and test 
(including verifying testing equipment 
and testing methods) and vehicle 
operation (including data acquisition). 
DevOps loops are essential and will 
be performed with a higher frequency 
between development/test and 
operation and a somewhat lower 
frequency between operation and 
design.

AI-supported Digital Twin Synthesis 
supporting vehicle development and testing 
for novel propulsion systems

Use case  provider: AVL

SPMP-Smart Port Platform monitoring

Prodevelop case study is a smart 
platform in charge of monitoring the 
activities of a port in real time, 
through the analysis of data coming 
from sensors (IoT) and information 
systems (legacy and external 
systems). This platform is a data 
intensive system that receives and 
analyses thousands of data per 
second using big data technologies 
running in virtual machines of 
containers on premise or on cloud 
infrastructures

Use case provider: Prodevelop

Prodevelop is an Spanish SME specializes in  IoT solutions based on free

and open source software.

Developed by ClearSy, Atelier B is an
industrial tool that allows for the
operational use of the B Method to
develop defect-free proven software
(formal software). For this use case,
machine learning can help engineers
in some aspects of the B
development, 
The goal is to develop a module
within the Interactive prover that can
learn interactive theorem proving from
the developer and adapt it to
unsolved proofs of the system
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This case study applies DevOps for 
developing a cloud-enabled 
Prognostics and Health Management 
System (PHM). The PHM is in charge 
of monitoring, diagnostics, and 
preventive maintenance of the 
onboard electronics. The system 
applies to the vehicle, which is an 
electric minivan prototype built up 
integrating COTS and in-house 
components, as well as the payload.

Agile process and Electric/Electronic 
Architecture of a vehicle for professional 
applications

Use case provider:TEKNE srl 

TEKNE is a Italian company for design and production of custom electronic

systems and solutions both for civil market and for the defence, security

and tlc sector.

Data modeling to support product 
development cost and efficiency

Volvo CE use case involves 
customizing standards model based 
frameworks and languages e.g. OMG 
standards (UAF, SysML, etc) to model 
system, software, information 
architectures. Additionally, VCE use 
case involves integrating AI based 
data analytics to enhance 
configuration of software, as well as 
support overall architecture decision 
process towards a model based 
DevOps framework.

Use case provider: Volvo CE

Volvo Construction Equipment AB is a Swedish company develops,

manufactures and markets equipment for the construction and related

industries.

Railway Propulsion System Design

Use case provider: BT (Alstom)

The potential outcomes of this use 
case  are improved design and 
development chain resulting in a more 
effective process, optimized solution 
customization, simulation and V&V 
test facilities, standards certification 
support, reduction of the overall 
costs, i.e., time to market, 
maintenance and life-cycle costs, 
monitored operations, energy 
efficiency, etc.

Alstom is one of the largest manufacturers of railway equipment and a

global leader in electric propulsion and auxiliary systems for railway

vehicles.

The starting point of the Case Study 
is based on HI Iberia's TAMUS, an 
application that is used in 100+ 
restaurants over Spain but relies on 
much manual work of a dedicated 
team of developers for development, 
building, deployment, monitoring of 
operations and redesigns of the 
system. 
The overall goal is to provide 
automation of many of these 
processes while at the same time 
bridging the methodology of the 
operation to a more consistent 
DevOps workflow.

AI DevOps in the restaurants business

Use case provider: HIB

HI Iberia is a software engineering company From Spain with extensive

expertise in in producing AI solutions for different fields.
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In the AIDOaRt project Westermo 
desires to improve all aspects of the 
development and continuous 
integration and to (i) increase the flow 
in the development process (e.g. by 
automating steps in the process), as 
well as (ii) increase the product 
quality (e.g. by improving the quality 
processes). The "user" could be (a) 
the development teams during 
development, and (b) project 
management that inspects if quality is 
in shape for release.

Embedded systems for data communication

Use case provider:Westermo

AI for Traffic Monitoring Systems

In CAMEA, the systems of traffic 
monitoring are video-based (reading 
licence plates), radar-based 
(detection of objects and measuring 
their speed). 
The main goal of this use case is 
targeting to low-power requirements 
using some of following proposed 
techniques suitable (embedded) 
platform, pre-processing of data, 
balancing between load and power 
consumption, and AI guided
configuration and setup.

Use case provider: CAMEA

CAMEA is Czech company offer applications in image and signal real-time

processing, embedded computing and HW/SW development

Th application of use cases cross the area of Automotive, Aerospace, 
Railway, Maritime, Construction, Digital Life and Manufacturing. 

In AIDOaRt, various domain-independent DevOps phases are the focus of 
interest, namely AI-augmented Requirement Analysis, AI-augmented 
Modelling, AI-augmented Coding, AI-augmented Testing and AI-augmented 
Monitoring and each use case provider participates in one or more of these 
DevOps phases. This set of phases has been used to structure and cluster the 
provided Use Case Requirements accordingly.

Westermo is Swedish company develops embedded systems for robust

industrial communication applications such as on-board rail, track-side

rail, power distribution etc.
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HACKATHON
CHALLENGES
The AIDoaRt hackathon was held twice in the plenary
meetings and it was demonstrated to be an effective tool for
promoting collaboration among UC providers and solution
providers that led to fruitful results. 

Scan QR to read Linkedin newsletters 



One of the main barriers to be considered in research projects is the acceptance of new
technology. In particular, in large projects that involve many partners, there is the risk that the
investigated solutions diverge from real industry needs. Since the AIDOaRt project involves 31
partners from 7 European countries and 10 use cases (UCs) from different industries, how to
efficiently utilise the internal resources to solve the technical problems that industry partners
are facing is a big challenge for the project. The internal hackathon provides an effective
approach to creating positive synergies between UC and solution providers, enabling the
solution providers to define and develop specific solutions (tools, technical components,
methodologies…) that meet the UC needs, facilitating direct collaborations with the UC
providers.

Before the hackathon day, the organisers publish the hackathon goal and ask UC providers to
define a challenge: a specific issue general problem that can be analysed or experimented
within four hours of joint work. 
The hackathon can be exploited as a tool for investigating new possible collaborations, offering
to UC providers the possibility of publishing the challenge and appealing to interested partners
(“Request for additional members”), while solution provider partners can respond (“Expressions
of interest”). The results of the Hackathon are shared with the rest of the consortium to provide
updates on the ongoing activities and offer also the opportunity to discover similarities that
could lead to further collaborations among more partners.

WHAT IS A 
HACKATHON CHALLENGE?

HOW DO IT WORK?

THE AIDOART HACKATHON
The AIDoaRt hackathon was held twice in the plenary meetings and it was demonstrated to be
an effective tool for promoting collaboration among UC providers and solution providers that
led to fruitful results. Overall, 26 challenges were published by UC providers (14 challenges
during the first hackathon and 12 challenges during the second one. Here we are presenting
challenges from the second hackathon to give you a glimpse of the results and collaboration of
AIDOaRt project.  
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07. AI-Enhanced Test Results Exploration of Nightly Test 
Results Data

01. Power-aware radar configuration

02. Formal verification of Neural Networks 

03. Design choices exploration and verification

04. Runtime verification through automatic test case 
generation

08. Anomaly Detection on Cyber Physical Systems

06. Modeling Recommendations of system architecture

05. Operating life monitoring

List of challenges 
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This challenge deals with a traffic monitoring system, which is usually a complex solution consisting of
various sensors and components. CAMEA traffic monitoring use case includes systems that are mostly
video-based or alternatively radar-based, and they can serve for applications such as travel time
estimation or vehicle detection and classification. As these systems are mostly standalone and can
operate in places with limited power supply, low power consumption is a key feature. Moreover, since
the radar sensor is placed in a hermetically sealed box (weatherproof and waterproof), it lacks the
active cooling capability. Therefore, we need to keep the heat dissipation of the radar chip as low as
possible.

POWER-AWARE RADAR 
CONFIGURATION

RESULTS

A challenge presented by Lukáš Maršík from
CAMEA in collaboration with Adnan Ashraf
from Åbo Akademi University.

GENERATING CONFIGURATIONS
THAT CAN MINIMIZE POWER
CONSUMPTION

The proposed solution fits well in the 

AIDOaRt framework architecture under the 

“AI for testing” component. The radar is 

equipped with a temperature sensor 

embedded in silicon and accessible via the 

radar SDK. A power meter is also installed on 

the radar, which is accessible via I2C 

connected to the hardware. Moreover, 

periodic collection of measurements has 

been implemented in the #radarfirmware. 

The accuracy of internal measurement 

readings has been compared with external 

measurements using an oscilloscope.

GOALS

REMOTELY ACCESSING THE
RADAR SENSOR

COLLECTING A SET OF
MEASUREMENTS PER FRAME

FIND THE BEST CANDIDATE
CONFIGURATIONS

AIDOART HACKATHON    |   05
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Modern cars are connected systems and acquire inputs from the environment, thus they can be
considered Cyber Physical Systems. The sensors are going to be the video that can be used instead of
the rearview mirror. With this new source of information, new challenges in the development process
are arising. This is especially true where several stakeholders, such as hardware specialists, software
developers and system designers, have to work together with safety engineers to ensure a reliable and
safe system. In this context, the combination of new and disruptive technology like Artificial Intelligence
(AI) and Machine Learning (ML) can enhance the entire development of safety critical systems and
support the prediction of new scenarios that might be considered safety critical.

FORMAL VERIFICATION OF NEURAL 
NETWORKS

RESULTS
A challenge presented by Tiziana Fanni from 
Abinsula, in collaboration with Laura Pandolfo 
and Dario Guidotti from Università degli Studi 
di Sassari and Katia Di Blasio and Luca Morlino 
from Intecs.

PROPOSE AND APPLY
VIRTUAL MIRRORS IN CARS

From the analysis of the state of the art for 

neural networks, we identified the first set of 

network architectures which could be near 

optimal for our application of interest. In 

particular, we identified the YOLOv3 architecture, 

which currently is one of the most popular 

learning models used for object detection, 

semantic segmentation, and image classification. 

Therefore, we identified some different 

strategies to bridge the gap between our ideal 

architecture and the effective scalability of the 

state-of-the-art verification tools.

GOALS
INTRODUCTION OF AI/ML
TECHNIQUES IN THE MODELING
AND TESTING PHASES

IDENTIFY A PLAUSIBLE
NETWORK ARCHITECTURE

LEVERAGING THE CURRENT
STATE-OF-THE-ART
VERIFICATION TOOLS
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The TEKNE case study “Agile process and Electric/Electronic Architecture of a vehicle for professional
applications” deals with diagnostics and prognostics of power electronics. 
TEKNE  wants to experiment with new tools that support the verification, during the design phase and at
run-time. The topics of this challenge are the verification of the models and with the design of space
exploration.

DESIGN CHOICES EXPLORATION 
AND VERIFICATION

RESULTS
A challenge presented by Carlo Tieri and
Serenella Ferri De Collibusr from TEKNE, in
collaboration with Eugenio Villar from
Universidad de Cantabria and Vittoriano
Muttillo from Università degli Studi dell'Aquila.

VERIFICATION OF THE
MODELS

Under the Universita degli studi dell'Aquila 

guide, TEKNE modeled an ANN in a 

HEPSYCODE project, conducted timing 

simulation, and interpreted the results. The 

collaboration continues through modeling 

more complex ANNs, to define the specific 

HEPSYCODE features that are needed to find 

the optimal architecture together with the 

mapping of model elements on real 

components. 

Universidad de Cantabria will contribute with 

the modeling, simulation, performance 

analysis and synthesis of the 

Diagnosis/Prognosis Neural Network (DP- 

NN).

GOALS

DESIGN CHOICES
VERIFICATION

VERIFY THE ADEQUACY OF
THE TARGET COMPONENTS
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TEKNE develops the demonstrator of a Prognostics and Health Management (PHM) system for anomaly
detection and classification and for condition-based maintenance of the onboard power electronics.
The demonstrator considers the inverter and is experimented in an electric minivan prototype.  

RUNTIME VERIFICATION THROUGH 
AUTOMATIC TEST CASE 
GENERATION

RESULTS
A challenge presented by Carlo Tieri and
Serenella Ferri De Collibusr from TEKNE, in
collaboration with Alexander Siedler and
Daniel Bauer from Automated Software
Testing GmbH.

RUN TIME VERIFICATION ON
THE IMPLEMENTED
MODULE/COMPONENT/SUB-
SYSTEM/SYSTEM

Automated Software Testing provides an 

automatic unit test generation suite. The tool 

synthesizes structured, readable, and 

maintainable unit tests, as well as supports 

their execution and the interpretation of 

results. Since then, TEKNE has experimented 

Devmate on parts in Java language that can 

be ported/reused in the final application.

During the Hackathon, the two partners 

discussed how Automated Software Testing 

could contribute through the Devmate 

Solution to the development of the 

“Compact AI Model”, by modifying the tool 

suite to parse and generate C (unit test) 

code.

GOALS

UNIT TEST
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Westermo develops robust network communication equipment, both wired, wireless and cellular
switches and routers for industry applications, such as on-board and track-side rail, energy distribution,
industrial automation, etc. Many of these products run WeOS, an operating system with many
communication protocols and other software. WeOS undergoes nightly testing on many test systems in
order to validate that the software is functioning as expected. This leads to a large amount of multi-
dimensional test results that require human attention.

AI-ENHANCED TEST RESULTS 
EXPLORATION OF NIGHTLY TEST 
RESULTS DATA

RESULTS
A challenge presented by Per Erik 
Strandberg from Westermo, in 
collaboration with Kimmo Nupponen and 
Nikhil Sharma from Copado and Sarmad 
Bashir and Muhammad Abbas from RISE.

The results from this hackathon clearly indicate 

that AI-enhanced tools for test results exploration 

are feasible, meaningful, and could simplify the 

lives of colleagues at Westermo in their 

interpretation and analysis of nightly test results.

Copado analyzed the trends in the test execution 

time durations to see if there are statically 

significant changes in the test execution times, 

that might signal for example unfavorable changes 

in the application being tested or changes in the 

testing infrastructure.

RISE contributed with the data analysis for finding 

the underlying pattern of test case failures at 

different timestamps.

GOALS

WHAT CAN WE SEE IN AND
LEARN FROM THE DATA
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The Smart Port Monitoring Platform (SPMP) is an IoT platform responsible for collecting and storing
data from many sensors. Currently, the quality of the data received is long breached, not only because
of problems in collecting the data (frequency of sending and quality of the data received), but also
because of problems in the hardware infrastructure over which the system runs. The lack of accuracy in
the data affects the analysis performed on the platform, and consequently, the decision-making based
on this analysis. The challenge consists of finding difficulties in the data and ensuring that the devices
linked to the platform behave as agreed. Moreover, ensuring that the platform has the necessary
resources to ensure its proper functioning is another of the subjects to be solved.

ANOMALY DETECTION ON CYBER 
PHYSICAL SYSTEMS

RESULTS
A challenge presented by Ismael Torres from
Prodevelop, in collaboration with Abel Gómez
from UOC, Fernando Herrera from ACORDE
and Miguel Sanchis from ITI.

Data Quality IoT by Universitat Oberta 

Catalunya

Infrastructure Performance & availability 

by Instituto Tecnológico de Informática

Location Optimization by ACORDE

The scope of the challenge is very broad, for 

this reason it has been divided into 3 sub- 

challenges:

After working in these three fields, the final 

result will be a more complete platform 

capable of detecting anomalies in the data 

efficiently.

GOALS

SIMULATION TECHNIQUES TO
DETERMINE THE PLATFORM
NEEDS

ANOMALY DETECTION
TECHNIQUES

MONITOR DATA QUALITY OF IOT
SENSORS AND PLATFORM
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WHAT'S 
NEXT? 
AIDOaRt Follow up



AIDOSEC

AI-AUGMENTED AUTOMATION FOR EFFICIENT DEVOPS, A 

MODEL-BASED FRAMEWORK FOR CONTINUOUS AND SECURE 

DEVELOPMENT OF COMPLEX SYSTEMS 

DevOps is gaining more and more success in 
increasing development velocity while improving 
the quality of modern industrial products. 
However,  there remained a risk that the 
continuous integration/continuous delivery (CI/CD) 
pipeline introduces security vulnerabilities into the 
market; thus, there is the unfortunate side effect 
of the exponential growth of cybersecurity attacks. 
SecDevOps seeks to address this risk by 
integrating security into the entire DevOps 
process. It expands the impact of DevOps by 
adding security tools and practices that help 
developers and operations teams to perform their 
own security analysis, discover security issues 
and improve the way they code and operate the 
software.

aidoart follow up

Context

Needed profiles

Technical skills in CyberSecurity, Artificial 
Intelligence and Machine learning, DevOps

Additional information
This pitch is still in the early stage, please contact us if you are interested in it. We could have an initial discussion. 
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Challenges and objectives

The ongoing ECSEL-JU AIDOaRt project is focusing on AI-augmented automation 
supporting the continuous engineering of complex systems. The overall AIDOaRT 
infrastructure works with existing data sources (traditional IT monitoring, log events, 
application, etc) along with data produced during the design phase (e.g., software 
models, design documentation, traceability information, etc.). The core model-based 
framework is intended to work within the DevOps practices combining software 
development and information technology (IT) operations.  The project aims to use 
AIOps to automate decisions and processes and complete the system development 
tasks. The main innovation in AIDOaRt is to bring DevOps together with a 
combination of advanced Model Driven Engineering (MDE) and Artificial Intelligence 
(AI) principles and techniques. 

The AIDOaRt follow-up, AIDOSec, aims to extend the AIDOaRt framework to 
consider security aspects in the early stage of continuous system and software 
development. 
MDE and AI will still have a key role in the framework. MDE will contribute by (i) 
providing better abstraction principles and techniques, (ii) facilitating activities 
automation, and (iii) supporting technology integration among all the covered design 
and development activities. AI, notably Machine Learning (ML), will contribute by 
automating repetitive and time-consuming cybersecurity tasks, such as triaging 
intelligence, malware analysis, network log analysis and vulnerability assessments; 
incorporating ML into the security workflow, organisations can accomplish tasks 
faster, and act on and remediate threats at a rate that would not be possible with 
manual human capability alone. 

Expected impact

We expect an industrial uptake of AIDOSec technologies on the development of 
complex systems that scales up to real systems demand with relevance for all 
security-critical applications. Automating repetitive processes means that clients can 
up or downscale easily, without changing the manpower needed, thus reducing costs 
in the process. Moreover, AI-augmented automation supporting SecDevOps promises 
vast and long-term economic value added in ultra-large system development.

Known partners

Mälardalen University; University of Teramo; Alstom; Automated Software Testing 
GmbH; AVL List GmbH; CAMEA; Dynatrace; HI Iberia; IMT Atlantique; Intecs 
Solutions; ITI - Instituto Tecnológico de Informática; Johannes Kepler University Linz; 
Prodevelop; RISE Research Institutes of Sweden; SOFTEAM; Abinsula; Ro- 
Technology; Tekne; Universitat Oberta de Catalunya (UOC); University of Cantabria; 
University of Sassari; Westermo
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Project Coordinator 

Technical Leader 

      Gunnar Widforss      Mälardalen University (Sweden)
      gunnar.widforss@mdu.se  +46 70 6922 763

      Romina Eramo          University of L’Aquila (Italy)
      romina.eramo@univaq.it

CONTACT US

FIND US
WWW.AIDOART.EU
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